Multi Factor Authentication:
Client Advisory )

Multi Factor Authentication (MFA) is a cyber security tool that
requires an additional step of verification on top of a password
to verify a user’s identity. It is most frequently used when
logging into a network or accessing critical data and is usually
done through an authenticator application, token or by using
your mobile phone to send you a piece of information which
helps prove you are the intended user.

Whilst hackers may already have compromised a staff
member’'s login details, it is extremely unlikely that they will
have access to the second authentication method and often
you will be notified that there has been an unauthorised login
attempt.

Enabling MFA is an effective way of protecting against
unauthorized access or hacks, which could lead to a more
severe cyber incident. Users can unknowingly reveal their login
details to cyber criminals if they fall for a phishing email or
social engineering incident. By adding MFA, you are increasing
the protection of your accounts across the applications you use
as it creates another barrier to stop unauthorised access.

Please get in touch with your IT professionals for the best way
to implement MFA.
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